M_E__M_ORANDUM OF UNDERSTANDING
I:MPLEMENTATION OF THE ASEAN SINGLE
~ WINDOW PILOT PROJECT

h Govem_ments of Brunei Darussalam, the Kingdom of
imbodi he_ Repubisc of Indonesia, the Lao People’s

the Republic of the
the Kingdom of

the ASEAN Singte Window

lmplement

=

a0




NOTENG that the ASW Pilot -Project will be supported by ASW
'sG___"u_ps under the direction of the ASWSC, the expert
feams of the ASW Workmg Groups and the ASEAN Secretariat;

MlNG that the terms of this Memorandum of
Understandmg': are based on the objectives, principles and
shrmed under the Agreement to Establish and
mplement the ASEAN Szngie Window signed in Kuala Lumpur
n 9 _Dec_ember 2005 (hereinafter referred to as "ASW
Agreement ) and the Protocol to Establish and Implement the
”'EA _,_’-"S_:_ngle Wmdow signed in Kuala Lumpur on 20
"'”006 (heremaﬁer referred to as “ASW Protocol”);




 PART A-GENERAL REQUIREMENTS

Article |
Objectives

Hrtrcrpants shall ~subject to the terms of this
'".:ffof Understandmg and legal and regu!atory

_st;hg the Teohmcal Prototype for the ASW Pilot
test data and information through the

"“T_he ASW is the secured environment where
_-_Natronai angle Windows (NSWs) integrate and
_.'s'operate The ASW cons’ututes a regional facility to
'_'_nab!e a seamless standardised and harmonised
-.:'ro'utmg and commumoatron of trade and customs
rE t'”d;_rnformatton and data for customs clearance
an a'elea'se from and to NSWs Trade and related




oronly :transmlssson or temporary purposes For avoidance of

“b;e'_: ves of the ASW Pilot Project shall be:

develop the Techmca! Prototype for the ASW
leot PrOJect ‘as recommended by the Working
_ ___'roup on Techntcai Matters for the ASW (TWG);

1 '_:-i{test the technical features of the Technical
_ rototype for the ASW Pilot Project such as security
=protocois ‘communication protocols, interfaces,
f'essaging,__ data reference, routing and
synchron:smg functtons among others

to 'treamhne and standardise data elements and
_ ocuments

to_.gi._.'ffdevelop emc:ent business processes for
_pu’rposes of 1mplementmg the ASW Pilot Project;

to____study and devefop a simulated legal and
re'gulatory framework in a controlled and simulated
enwronment ‘in which to operate the Technical
=o’:yoe for the ASW Pilot Project for the purpose
zmp!ementmg the ASW Pilot Project, as
appropriate
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develop and dehver outreach programmes,
{ng pubhcation of news and awareness to the

) -s_treng'th'en r_par*th'ersh'ip with stakeholders;

conduct act;vst:es of capacity building on the
hnical features of the Technical Prototype for the
" W__Pl!ot Pro;ect and legal issues of the ASW;

"_ke a thorough assessment of the Technical
rototype for the ASW Pilot Project to identify
_;t's..;-_;.-ahd chaliengee of its design and
_plementatson and

1dentsfy respect:ve roles and functions of the
SWs and the ASW within the ASW Pilot Project.

ora_n_dum of Understandmg shall serve to
ASW Pilot: Pro;ect in' accordance with the
Programme for 1ts :mplementatzon

_ Artlcle II _
Defm:t:ons and Interpretations

'ft_}'_r'p_os_éé*:cjf_.-th_is'_EM_emer’an__d’Um of Understanding:




o any F’arttc:tpant from whom the data and/or
'_:informatzon or;gma’ces

'eg_ai and regu!atory framework” used herein, are
’-apphcable ‘laws, regulations, administrative
':f_gi.udel;nes and ASEAN treaties that are required to
f'stpport transactlons within the ASW Pilot Project;

(c _:f'jif_f_:“Admln:stratave guidelines” shall refer to those

. fpolac;es relating to NSWs or ASW that are endorsed
nd 2 announced by the Government of an ASEAN
::Member State,” and made publicly available in a
::Written form

P_a'ftit:ipant” means an ASEAN Member State which
;part:crpates in the ASW Pilot Project. It is
f';understood that ASEAN Member States that will not
be able to participate in the ASW Pilot Project may
-become Observers The list of Observers which is
,-appended as -ANNEX A shall form as an integral
. part of this Memorandum of Understanding. For the
“'"_avmdance of doubt, Observers’ obligations do not
3"_znclude .l_-._th'e: ‘obligations  pertaining only to
"_artlc:ipants Observers obligations shall include
-;_ob_l_lgataons undér Article VI (Confidentiality) and
;a:r_t B (Legal and Regu%atory Requirements), where
desme ;:j.appllcabte Where an Observer wishes to change its

___:___':-i"_'-f'-:2“5'_-3_;-'jstatus to a Participant, the Observer concerned

. shall; upon the completion of its internal procedures,
otify in writing its intention to do so to other ASEAN
;Mémber States, and shall be bound by the same




rmsaﬂdGle'td:’aons-:- ‘of this Memorandum of
lerstanding - effective on the date of its written
’cstiﬁcqt_ib_n;_;‘i.."j- o

SW and NSW ‘data, -information, and
S ""ny nature that are created, stored, and
=d prsmar;ly in electronic form.

Art!cle il
llmp!ementat[on

ant décuments in acttwt:es and operations of
OjeCt -




____tc_;tpants sha![ use identified documents for the
the ASW leot Pro;ect as identified by the TWG.

Article v
Scope of the ASW Pllot Project

he scope of h;e:;.__;A_S_Wleot--_PrOJect shall include, among

Usa_ of standardlsed languages and interface
__ocols for transmlssmn and communications
wzthm ASW usmg relevant international standards
etermmed by TWG

:Con_t__l_n.ue developmg the ASEAN Data Model using
vant mternatzonal standards as determined by

_Develop open standard for interconnectivity and
'znteroperabihty of the ASW Pilot Project which
goperates amongst the Partncnpants

pp!lcatlon of standardised messaging standards
and its harmonlsa‘uon to the extent agreed by the
|C!pa_nts ' whi_ch‘ comprise of messaging

N




”vels as requnred

of standardssed communication
rotoco!s andl therr harmonssat;cn to the extent
by the Partsc:pants

cation "f_._-standardised business processes for
ransmrssxon"o'f data and mformat:on and verification
'of_transmttted data and information
ing mto ons'lderation the current processes in

appropnate épp'iit:'aticuh Lof simu[ated

;\‘:\ oz




:”i'i'c':'éﬁen of - current jegal and regulatory
work-_;.of the Partfczpaﬂts for the operation of
e SW_PI!ot Pro;ect

Study_ an'_ develop a smu!ated legal and regu!atory
V 5;0'perate the Technical Prototype for

e SW_ Pniot Prcgect

___ere appropnate apphcatlon of standardised
C fcal features for the Techn;ca! Prototype for

”5..__._:_'__'pﬁyi_ti_es_-:_ o_f “capacity building in the

-data' harmomsation and mapping with a view
to__buzldmg up the autonomous techntcal

securzty measures

%

-
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,(w) egal issues of the ASW,
(p)lm p;ement the ASW Pilot Project using test data;

_: Develop ‘and test contingency plan, disaster
£ "fj.j:__i'_'recovery pian and data breach notification system;

o Conduct a review and a Cost Benefit Analysis for

_the ASW Pilot Project to evaluate and identify the
-' 1:.__'._-'-:'_.--benef:ts and challenges of the Technical Prototype
. for the ASW Pilot Project.

e Participants’ Obligations

-.-_.-.-.;.,':ffEach Part:c pant shall, subject to the terms of this
_-"Memorandum of - ‘Understanding and legal and regulatory
ramework from time to time in force, agree to:

'-_:-_;;':_:_f..;("a')'-":f;'_-:;_provzde techmcaE and legal personnel resources as
. may.be requxred to carry out its duties under the
e _'__::ASW Pulot Pro;ect

'--'-}__:_'.5_'.*('b')'°ff"5-:_;p_er.fo_rm any and all acts necessary to test the
~ interconnectivity and interoperability of the NSWs of
. Participants within the framework of the ASW Pilot
. _-'_’.;i_’_f"_Pro;ect provided that Participants which do not
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fh:ave operat!onai NSWs may use simulated NSWs
4 _--for the purpose hereof;

'.__f"'(o:)::__'_:f'{;icarry out the tasks and activities described in this
T | Memorandum of Understanding in accordance with
:_- -the tlmeimes that have or will be agreed upon;

__o_bihse the support and active participation of key
players ~of the ASW Pilot Project, namely,
'jgovemmental _-agencies, businesses and
_-_----_;-i_mdustnes/mdlwduats and logistics operators for the

o ':'::--_'-purposes of the ASW Pilot Project; and

"'.":"':'?'endeavor to raise awareness on the ASW Pilot
-fProject amongst the key players as identified in sub-
_:'paragraph (d) above

Eectrontc_c’:""m_muntcations between the NSWs and the ASW,
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on Or' their NSWis that is based on Electronic
'“:"C_onventlon with additional consideration
RAL Model Law on Electronic Commerce, in
ASW. Pilot Pl’OjeC'{ in a simulation
with appropriate legal structure.

.'“rt;c!e Vl
Monitoring andf@ﬁReportmg Mechamsm

shall momtor the mplementatton of the ASW
hich wnli_be conducted by the TWG and the
gal' and Regulatory Matters for the ASW




 ArticleVlll
:__c:bh'fidéntiaﬁty |

ch ASEAN Me_mber State shail undertake to observe
ht an fsecrecy of documents information and

. __.--_-_-::.m'dlrecﬂy disclose any Confidential
tiar .:;P_rowded by other Participants; nor

\3\




_ PART B - LEGAL AND REGULATORY REQUIREMENTS

N - Article IX
: nformatlon Sharmg and Exchange of Information

J'a?‘tiéi'piénts’ shall study and identify the requirements of
n adec te*legai framework to enable operations of the ASW
ilot _"m}ect and permit cross-border exchange of test data and
_ocuments for the purpose of implementing the ASW Pilot

Where appropnate Partimpants may establish policies
""d regutatsons ‘and may enter into Memoranda of
U_nderstandmg and/or Interconnection Security Agreements for
he shanngf use, and dlssemma‘uon of test data and information
or the domestlc govemment usage, and for the mutual
ecogmtton of such data and information of other Participant
"'bemg commumcated within the ASW Pilot Project.

3 Each Par‘ucmant agrees that test data and information
- rowded from another Participants’ NSW shall be used and
mamtamed only in furtherance of the objectives of the ASW
P"llot Pro;ect and’ on!y under conditions of confidentiality, in a
ecure environment, and solely for the specific purposes of this
Mehﬁorandum of Understandzng

To the extent that the Technical Prototype for the ASW
j_"'P;!ot Project transmits for reasons of operational efficiency,
"'nformatlon or. documente provided by Participants during the
sourse: of the !mplementatlon of the ASW Pilot Project, ASEAN
Member States shall compiy with the terms and conditions of
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*-'thls Memorandum ef ‘Understanding, including information
;__;f_securfty, pr vacy and’ other document requirements, and shall
'nsure that the eperator of the Technical Prototype for the ASW
-Pliot Pro;ect as deSIgnated by ASEAN Member States complies
"lth ‘the terms ‘and conditions of this Memorandum of

ta'ndmg, where relevant.

6. ."Data and mformatson which are furnished by a trader to its
ISW ha!_l on!y be transmltted to another NSW under the ASW
ilot Preject wuth the pr:or consent of the trader.

. Article X
e -lnfdrmation Security

:_-"_Each ASEAN Member State agrees that it shall be
' 'esponSible for protectmg the security and privacy of the data in
heir. -“'respective NSW ‘information systems, including data
ransmltted by other ASEAN Member States. Article X,

aragraph 1 sha!l continue to be binding between the ASEAN
S or
of

this Memorandum

of

fyox

s
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f;'user identlftcat;on ‘and authentication, user
\g - an adentlty management, authorisation and
coess contro! aud;t and logging, encryption, boundary
System momtor;ng, security incident handling,
- stor: personnel security, physical and
protectlon

i Artlc!e Xi
and Authent:catlon of Private Sector Users

. Subject - to the terms of this Memorandum of
Understandm'g,' PartJCIpants shall register all non-governmental
en . including individuals, companies,
ftsons that WIH be permitted access to their NSW
es of provndmg or recelvmg information and/or
or - from the 'NSW and shall establish
_procedures ‘in" - accordance with technical
e_!oped for the NSWs and for the ASW Pilot
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_ar}ts shali ma:ntam a secure and updated registry

_'uthorised':reglstered users of a Participant's NSW shall
p m!t__ted access to mformatlon or data other than those

tt_ed“” by pravate sector end-users are to include
i by_a Certlﬁcaticn Authorzty (CA), the receiving

h:ether such authentacatlon is to be in accordance
'1th standards mutually agreed between the CA
_}_gulatmg authontles of the Participants;

Whether the ‘CA is to indemnify a receiving
-f‘Partlc:lpant that has relied on the CA authentication
-=.ofﬁa document or form for any damages that it may
: -_j_.-r'§'|n_cur provgded such damages were reasonably the
esult of the CA’'s negligence or willful acts or
.--_or_n__ls_sn_ons
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| ade-séhsntlve mformatzon about companies
e ASW Pilot Pl'OjeCt and in NSWs from
S8, US -an’d' dasc!osure




\ ent'c;f'f'a data breach, a Participant's NSW, or if the
the_ Technical Prototype for the ASW  Pilot

Article XI!I
”I_nformat:on Transmlsswn




: Art:cle Xlv
-;.;-Cooperatlon Amongst Governmental Agencies in charge of

S Subject to the terms of this Memorandum of
derstand ng, Iaws rules regulatlons and national policies

'5_'o.bject.ives-=éf the ASW Pllot Project.

~ Article XV
~Suspension

SEAN Member  State reserves the right for
easons of ational securfty, national interest, public order or
'_ _-s'Uspend temporarily, either in whole or in part,
he lmplementatton of ‘this Memorandum of Understanding

ispension shai! take effect immediately after notification
a been given to the other ASEAN Member State through
oma 'ahnels or the ASEAN Secretariat.
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~ Article XVI
 Dispute Settlement

'dispute between Participants

-'-.-._Understa'hdang sha!l be settled amicably through mutual
__ nd/or negotlattons between Participants without
a_ny thlrd party or international tribunal.

. Article XVIi
B -".E\ra!u'ation

"}part’ "of the ASW Pliot Pro;ect Participants will conduct
'mprehenszve_ evaluation of outcomes achieved for the
ntlfymg the adequate and enabling environment

Artlcle XVII
Rev'isron, Modlfzcatton and Amendment

lartiCipant may request in writing a revision,
r amendment of all or any part of this

um'of Understandmg

: :-_22'




-h "v1snon'sirf-.modsfication or amendment shall come into
ate_:as"may be determmed by Participants.

modn‘;ca’t:on or amendment shall not

.-by'notifying the other ASEAN Member States of
wuthdraw from th;s Memorandum of

to'_?"lts thhdrawal from the Memorandum of
Understanding. . =~ .




N WITNESS___ WHEREOF ‘the undersigned, being duly
uthorssed;-by”: hetr respectlve Governments, have entered into
ne =_thls ‘Memorandum of Understanding on the

p!ementatlo'n of the ASW Pilot Project.

Juky in the Year of Two
in a single copy in the English

B |
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For the Government of Brunei Darussalam:

DR PE: SIMAN
Delegate of the’ Royal Government
he Generai Department of Customs and Excise

or the Government of the Republic of Indonesia:

E EDY PUTRA IRAWADY _
_.Deputy Mlnlster for Trade and Industry
Coordlnatmg Mintstry for Economrc Affairs

or the Government of the Lao People’s Democratic Republic:

_ANTiPHAB PHOMV!HANE
_Dlrector—General of Customs




o _: _F__dr_ 'f'r_i'eGoy'e'mment of Malaysia:

DATUK DR REBECCA FATIMA STA MARIA
-~ Secretary General
- Manlstry of International Trade and Industry

or thi Governmentof the Republic ofithe Union of Myanmar:

m& AYE KO
U Dlrector-General of Customs

 For the Government of the Republic of the Philippines:

“ANGELITO A. ALVA
Commlssnoner of Custéms

Forthe G.Q__\}é_r'hmen{ of the Republic of Singapore:

FONG YONG KIAN
Dtrector—General of Customs
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Fbﬁﬁé'G'(éve_'rhmen't.of the Kingdom of Thailand:

i PRASONG POONTANEAT
_ [rector-Generai of the Thai Customs Department

For the Government of the Socialist Republic of Viet Nam:

- DR/VUNGOC ANH
.__.Deputy D:rector—General of Customs




PROJ ECT

| LI'ST o“::' OBSERVERS

_.t'he ASEAN Single Window Pilot Project, this ANNEX A
Qf__- Observers for the impiementatlon of the ASW Pilot

he ngdom of Cambodta
he _Lao Peopie s Democrattc Republic; and




'NNEX BTO HE_' MEMORANDUM OF UNDERSTANDENG ON THE

firm the 'ap'pilcat;ons and software reqwred
lrements of commumcat[on and define the

lys¢s:' of models of the technica! prototype of the ASW

Pliot_P_mJect
fy:_frequsrements of mfrastructures and software for the

n'ment of mformatlon exchange




'-Confu’m expected volumes of transactions of mformat:on fo
be- exchanged
Provide acceptance criteria;
.fE__stabh_sh recommendations on technical matters for the
- information exchange in a secured network on a trial basis;

- .Develop the template Service Level Agreement; and

~ Others. '~

'*'Estabhsh the scheduies of technical testing and roll-out of
3ethe_ networks;

onduct the téchnical testing in a simulation environment;
.-'Devetop the Training Manual and conduct trainings to end-
-_i'USers _ :

_Set up: the mfrastructure in cooperation with Member States;
iDocument technical aspects of the networks;

o 'eveiop Standard Operation Procedures for the operations
__.;of the ASW Ptiot Pro;ect during the trial period,;

flmpiement necessary security measures; and

_iéEstabEssh scheduies of technical testing;

[Establish schedules of the roll-out;

-_Es‘tabi;sh Tralnmg Manuals;

Conduct necessary trammg,

Install the network;

_;;Conduct the information exchange during the trial period;
_Establish - Standaa’d Operatzcn Procedures of information
xchange =

rovide system documentahon (e.g. installation, testsng,
thce and malntenance) ‘and




Component 3 "

" “ (a).  Evaluate the outcomes and findings from operations and
© .. functions of the technical prototype;
by Establish recommendations for ways forward;
10 (c) - Assess the costs and benefits as well as the suitability of the
.. technical prototype as well as required enhancement.

Delwerablesof Component 3:

| }:f':E:\_lfé'l_'u'at'Eb:n' Report and respective recommendations.
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__XF’ A 'T(_D_R_Y NOTE TO MEMORANDUM OF UNDERSTANDING ON
THE IMi EMENTATION OF THE ASEAN SINGLE WINDOW PILOT
' o | PROJECT

S Th[S Explaﬂatory Note sets out the agreed understanding on the
nterpretatlon of ~the Memorandum of Understanding on the
_mplementatton of the ASEAN Single Window Pilot Project (hereinafter

y as the “MOU on the ASW Pilot Project”), in light of the decision
the Second;{Meetmg of the ASEAN Economic Community Council held
_'Hsn on 22 October 2009 and the decision of the 5th
ASWSC Meeting | heid in Hanoi on 4-6 February 2010.

Fo greater certamty, in Article I, the “federated/regional approach”
ciude_a centralfzed facility (i.e. separate server) connecting the
stead: e[ectromc communications from one NSW to another
NSW are chah_neled through the ASW environment. As the ASW will not
ature a _ ntrahzed fac;llty the ASW environment will not retain any
rade and: related customs data or information that may be transmitted

_ur__poses of paragraph 3 of Article V, and Article XllI,
slectronic communlcatsons between an NSW and the ASW
d as referr;ng to electronic communications between the

NSWs wnthzn the ASW env;ronment
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